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Advisor’s Letter

Bernard Pineaux
Tutor of the French TAGA Chapter
Assistant Director at Grenoble INP-Pagora

Welcome to the 2017 TAGA French chapter brochure!

 Simply looking at the titles of the enclosed articles will show you how wide the scope of 
“graphic arts” has become.

Still, science, engineering and technology are key factors to investigate new applications, 
industrialize them and thus innovate. I find it very encouraging that young students show such 
interest and enthusiasm in learning, searching and developing our industries.

TAGA chose very early to bet on students by integrating them and helping them to build a 
network. Students from Pagora are proud to be part of this fine group of people and to bring 
their contribution to this conference.

So please come and meet them, discuss with them, show them your appreciation, but also 
challenge them and give them advice : they deserve it.

I feel lucky to interact with these students on a daily basis. I’m sure you’ll agree with me after 
having read this brochure and met them.

All the best,

Bernard PINEAUX
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President’s Letter

Chloé Maillard, 
President of the French TAGA Chapter
Apprentice at Grenoble INP-Pagora

Welcome to all readers,

           You are going to discover the work of the Taga French Student Chapter which does its 
best to create and present you this publication. About thirteen people have been working since 
September on different tasks: write and translate articles, design and print this paper but also 
organize the trip to come in USA and find sponsors to finance this travel.

           In these following pages, you can find three different articles on various topics which are 
all about innovation in graphic industry.  Firstly you will discover the technique of visual 
cryptography. Then we will present our work about printed electronic in inkjet and 
screen-printing. Finally last article will be about micro barcode digitisation.

 I would like to congratulate the members of the French Student Chapter who put 
amount of time and energy in this project. I can’t forget to give thanks to our school 
teachers and our sponsors without whom none of this would have been possible. And finally all 
members of Taga French Student Chapter are grateful to TAGA for allowing them to 
participate to this project.

I hope that everyone will enjoy the conference, learn a lot from this meeting and that the 
French Student Chapter will be appreciated.

Enjoy your reading !

Chloé MAILLARD
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Grenoble INP-Pagora

Grenoble INP-Pagora belongs to the Grenoble Institute of Technology, the France’s largest lea-
ding engineering institute.
Located in the Campus of Grenoble, Grenoble INP – Pagora is the oldest school
of Grenoble INP. Founded in 1907 in order to form high qualified engineers in the fields
of paper fabrication, Pagora has followed all the evolutions of technologies, and tried to give
to students the best formation. The university created these last year a formation in printing 
industries, and also a formation in apprenticeship, which gives to the students the possibility to 
have a closer experience with the industry.

Grenoble Institute of Technology: France’s largest 
leading engineering institute

- Innovative engineers in 11 high-tech areas, 
paying particular attention to future job prospect
- Master and doctorates degrees
- 29 laboratories improving students’ scientific 
expertise and bringing innovation to industry
- Research for innovative technologies embodied 

in 6 Cluster networks

Strong industrial relationships

- Over 100 years of experience
- Monitoring and anticipating society’s technical scientific and social evolutions
- Creating dynamic spin-off companies
- Developing the technologies of the future
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Printed electronics

Chloé Maillard
Laetitia Mara
Violaine Lyet

Toine Suzzarini
Eva Touyeras



This subject was redacted during a practical course 
about printed electronics.
During the second year of their scolarship, Pagora 
students analyze various printing processes through 
practical works. The one presented here concerns the 
comparisons of few printing process concerning their 
capacities to produce printing electronic.
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 Before speaking about the Printed 
Electronics, we would like to make a link 
between the school and this subject, highligh-
ting the place of paper in electronic applica-
tions.    

Substrates for printing electronics 

 Printed electronics is made to be used 
in everyday life, as a disposable device, in 
packaging for example.  Contrary to traditio-
nal electronics usually made for microscopic 
applications, printed electronics is used at 
the macroscopic scale. That’s why silicon, the 
best substrate in traditional electronics, is not 
adapted for it because of its price. Printed 
electronics is developed to be less expensive, 
that’s why a cheap substrate should be used. 
The perfect substrate for printed electronics 
should be very smooth, non-absorbent and 
flexible. Plastic is commonly used as a subs-
trate but let’s try to understand in which areas 
paper could be a promising material in printed 
electronics?

Paper isn’t perfectly smooth and non-ab-
sorbent but one of its strong points is its 
adjustability. Moreover paper is cheaper than 
plastic (paper costs about €0.001/dm² while  
PET costs about €0.02/dm²).

First, we will study some general points about 

paper; it is easily printable and adaptable to 
any printing method, it allows the deposited 
material to dry faster than plastic does. It is 
Flexible, widespread, it has variable proper-
ties depending on its manufacturing process 
(possible transparency), it is eco-friendly and 
often recyclable. To put it in a nutshell, it is a 
versatile material.

At first, paper wasn’t  designed to be a 
substrate for printed electronics, that’s why 
it possesses disadvantageous characteristics de-
pending on the technology used (such as low 
chemical and mechanical barrier properties, 
porous and absorbent structure, impurities 
(due to its composition, mineral fillers, optical 
brighteners), anisotropic electrical properties 
(depend on fiber and/or coating direction). It 
is also rough and has hygroscopic properties 
(volume variation with humidity).

Electrical resistance is another important issue 
in printed electronics, the electrical resistance 
of paper strongly depends on its humidity;  
as it dries, its electrical resistance increases. 
Moreover thickness, density and quantity 
of charge also have an impact on electrical 
resistance.
Paper’s dielectric properties such as dielectric 
constant change with temperature.

As an adaptable material, we can change its 

Introduction
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surface properties such as surface energy, 
coarseness, porosity and barrier properties 
with a Corona or UV treatment, or by coating 
and calendering the paper.
But all these transformations should allow to 
keep a cheap and recyclable material.

In a second part, we will study the fields of 
application for paper in printed electronics

Conduction

 Conductive paper: we could use the 
paper structure to make an active material, an 
electroactive paper, by incorporating into the 
paper stuff some material in order to make it 
conductive (for example we could introduce 
carbon, metallic fiber, or carbon nanotubes). 
There are many possible applications such as 
energy storage, sensor… but problems could 
appear as the more paper is charged, the less 
interesting its mechanical properties.

Printing of metallic ink on paper substrate: the 
ink is composed of micrometric or nanometric 
metallic particles and some binder. This ink 
is printed on the paper surface which is then 
annealed in a heat chamber.  One positive as-
pect of paper compared to plastic is that it can 
bear a higher variety of energy sources for the 
annealing, and also that the coffee stain effect 
and the cracking effect are less important. But 

in both cases, paper or plastic, folding could 
damage the printed circuit. 
For the moment paper substrate is not adap-
ted to make semi-conductors (organic or inor-
ganic). But paper is adapted to the printing of 
electrical insulator layers (with, for example, 
an ink made of inorganic nanoparticles and 
insulator polymers.
For more well-known applications, paper 
could be used as a substrate to make transis-
tors (for example an inorganic transistor where 
paper could be used as an electrical insulator), 
or in passive RFID tags which are totally 
printable, simple and not expensive (less than 
€0.03); an inductance and a capacity are 
printed and this resonant circuit has its own 
frequency which permits the identification 
of the tag when we pass it on a tag reader. 
The RFID tag could also be made only with 
a capacity that will be read from a very short 
distance (less than 1 mm).

                    
Now , we are going to develop  an article 
which deals with the printed electronics.                                                              

Printed electronics is a continuously chan-
ging market with a bright future. There are 
several printing processes to create electrical 
appliances on substrates (papers, flexible 
films, ceramic plates…). This technology puts 
together electronic components and printed 
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tracks to form the final product. 

Printed electronics has many advantages 
against “standard” electronics made of silicon: 
they consist in adding matter on a lot of 
substrates (additive process). Moreover, today’s 
techniques allow for high speed printing with 
a good resolution and a repeatability of the 
pattern. 

Several applications are permitted, especially 
the RFID technology (Radio Frequency Iden-
tification). This technology can be found in 
numerous fields such as security (e.g. against 
counterfeits labels) and traceability. Other 
applications can benefit from it like photo-
voltaic cells, lighting, photo-detectors, Li-Ion 
batteries, fuel cells...

 According to IdTechEx, the printed 
electronics market could be worth up to 300 
billion dollars in 2028. The same firm esti-
mates the revenues from RFID at 10.1 billion 
dollars in 2015.

Furthermore, IdTechEx evaluates that in 
2017, 90% of electronics could be partially or 
fully printed. 

The business of printed electronics was esti-
mated at 3 million dollars in 2008 and could 
reach 89 billion dollars in 2020 according to 
PiWord. 

I. Printed electronic 
market
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Printing processes for printed electronics are 
varied, and each has advantages and limits :

A) Screen printing

 Screen printing allows to deposit a 
thick ink film (from 20 to 100 µm) which is 
very interesting for conductivity. It permits to 
have the highest thickness of ink. The ink used 
is rheofluidifiant, with a viscosity from 1 to 
100 Pa.s. Several substrates and objects can be 
printed on with this process which insures a 
great repeatability.

However, this process remains slow and is 
therefore not cost-effective for large industrial 
productions. Moreover, its screen ruling is 
low and the gap between two printed lines is 
100µm, which limits miniature component 
printing. 

B) Inkjet printing

 The advantage of inkjet is that it can 
print different types of figures in a short time. 
Thanks to the software, the design of the an-
tenna can be changed quickly, which is a time 
gain. 

The ink thickness is between 1 and 2 µm with 
a viscosity from 0.002 to 0.01 Pa.s.
Research on printed electronics with inkjet 

is mainly geared towards drop on demand 
(DOD). The main advantage of this process 
is its capability of producing little drops (< 10 
pL), which makes researchers consider applica-
tions in the nanotechnology field. In addition, 
polymer based inks are preferred to metallic 
inks because there are less nozzle clogging 
risks. Indeed, some metallic inks have particles 
in the µ-range that can clog the nozzles. 

Recent developments focus on the produc-
tion of inkjet nozzles permitting to produce 
variable size drops at important speeds. 

To print electronic components, inkjet can 
present difficulties because of drop placement 
which is not always perfect and causes offsets. 
Inkjet nozzles tolerances are today around 
10µm for the drop placement and more or less 
5% for the drop volume.

C) Flexography

 Flexography has a promising fu-
ture in RFID antenna and battery printing. 
This process is interesting as it can print on 
several substrates: paper, flat and corrugated 
cardboard and even plastic films (such as 
polyethylene for example). It can deposit up to 
60 lines of ink per centimeter for a thickness 
which varies from 6 to 8 µm. The ink viscosity 
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is quite low (from 0.1 to 0.5 Pa.s). 
However, wrong pressure settings can cause 
damaging defects to conductivity : an excess 
of pressure between the plate and the substrate 
can lead to the formation of a halo, some-
times with marbling (orange peel effect), and 
ink projection in empty zones. On the other 
hand, a lack of pressure can lead to unprinted 
areas. 
It could have an impact on the ink thickness 
profile and therefore an impact on conducti-
vity.  

D) Offset

 For printed electronics, the waterless 
process will be privileged because the dampe-
ning solution can have an impact on the ink 
conductivity. This process is the same as the 
conventional offset concept ; it is based on the 
ink/siliconed surface repulsion. The plate has 
siliconed areas and non-siliconed areas. This 
way, the ink goes in non-siliconed zones be-
cause it is rejected by siliconed surfaces. Then, 
in the same way as in conventional offset, 
the ink is transferred on the blanket, and the 
figure is projected on the substrate. 

Moreover, the ink used are “oily”, with a great 
viscosity. It is difficult to reach this viscosity 
with polymer based inks. The metallic inks are 
therefore used. 

Offset allows to print on several substrates. 
Line ruling can rise up to 200 lines per cen-
timeter, with a spacing of 50 µm between the 
lines. Recto/verso print is possible. The pro-
duction cost is relatively low, for a high speed. 
But the ink film thickness is quite low (2 to 3 
µm), a multilayer print can then be necessary. 

E) Gravure

 The printing form is a metallic cylin-
der with engraved cells. These cells form the 
image to reproduce. The cylinder paddles in 
the inkwell, and the cells are filled with ink. 
A squeegee enables to remove the excess ink. 
Then, the ink is directly transferred from the 
cylinder to the substrate.
This process allows large circulation. The 
thickness of the ink film is about 10 µm. 
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However, the solvents used are sometimes 
toxic (e.g. Toluene). The viscosity of the inks 
used for gravure is the same as for flexography. 

The main limit of this process comes from 
itself. In gravure, the image is build from 
cells of variable sizes engraved on the printing 
cylinder. It is therefore difficult to print a 
straight line without observing defects on the 
edges even if laser engraving has significantly 
reduced this phenomenon. 

 Two types of conductive inks can 
be found today ; we will focus on organic 
polymer based inks and inorganic inks with 
metallic particles (The conductivity of metals 
is higher than the conductivity of organic 
polymers).
 A functional conductive ink will have the 
same components as an traditional ink. What 
differs is the presence of organic semiconduc-
tor polymers or metallized particles.

A) Inorganic inks

 Inorganic inks are composed of metals 
in the form of microparticles and nanopar-
ticles.
It is necessary to make a sintering operation 
which dries the ink and insures the homoge-
nization inducing the coalescence of par-
ticles and increasing the contact surface. By 
sintering, the vehicle is completely evaporated 
(temperature between 150 and 200 °C). The 
Parelec company based in the United States 
offers this type of ink, with the Parmod pro-
duct range.
Nanoparticles are interesting because they 
cannot clog the nozzles in the case of inkjet 
printing.

--> Inks made up of nanoparticles of silver are 
the most widespread conducting inks on the 
market. They are easily used with water and 
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alcohol as solvent. Their conductivity is over 
10^7 S/m. However, nanoparticle based inks 
are expensive (silver is 100 times more expen-
sive than copper). 

--> Copper based inks are less used : in fact, 
copper is a really interesting metal because 
its conductivity is high and its price is quite 
low. However, it is more likely to oxidize and 
this has a negative influence on conductivity. 
Strategies should be implemented to treat or 
protect copper once the line is printed. 

There are also gold, platinum based inks or 
copper or silver nanotubes based inks. Moreo-
ver, very few metallized inks composed of an 
aqueous base exist. Some solvents are harmful. 
The provider named Xink sells water based 
metallic inks.

B) Organic inks

 Inks composed of conducting 
polymers are developing fast and are very 
interesting for their low price. However, their 
lifetime is shorter than that of metallic ink. 

The polymers used for organic inks are se-
miconductors like poly aniline ( the Finnish 
company Panipol sells polyanilines inks), poly 
pyrrole or even the PEDOT:PSS (a mix of two 
polymers : poly(3,4- ethylenedioxythiophe-

ne) (PEDOT) and poly(styrene sulfonate) of 
sodium (PSS)). Their conductivity is given in 
the table below : 

--> Carbon based inks are historically the first 
conducting inks.They are graphite based inks 
with pigments (colored pigments are replaced 
by graphite based pigments). The company 
Flint Ink  sells this kind of ink. Their conduc-
tivity is still limited. Research focuses therefore 
more on carbon nanotubes. 

--> Carbon nanotubes (CNTs) inks are very 
interesting. It is a crystalline two-dimensional 
network, composed  of atoms of carbon. It is 
a transparent, very flexible, resistant material 
with a  very good conductivity. These cylindri-
cal carbon molecules have a diameter of 1 to 
2 nm and a length of 0,2 µm  to 0,5 µm . An 
illustration showing a nanotube is shown in 
the following figure.
There are many advantages in using CNTs. 
For example the critical concentration 
(percolation threshold) is obtained with low 
concentrations (0,1% to 1% with nanotubes). 
Those particles could be functionalized.
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Figure 3 : Polymer’s conductivity



Furthermore, annealing is not required, but it 
also means there is no evaporation of solvent 
and of poison.

C) Ink regulations

 It is necessary to check ink’s dange-
rousness and  if there is a regulation concer-
ning them.
First of all, it is important to note that inhala-
tion of dust and other types of particles causes 
respiratory diseases. But as far as nanoparticles 
are concerned, we don’t have much informa-
tion because very few epidemiological studies 
have been done on them.

However, it is important to know the toxicity 
of this type of particles as more and more 
people use it, for scientific experiments, for 
example. It is necessary to take as many pre-
cautionary measures as possible with this type 
of substance during manipulation. Several 
serious diseases (cancers, respiratory diseases 
and cardiovascular diseases) could be caused 
by air pollution with silver nanoparticles. In 
addition, very few studies have been conduc-
ted to determine its emission rates into the 
environment.
D) Instructions

 Handling precautions are limited to 
wearing protective gloves, goggles and mani-

pulating the product in a well-ventilated area.
It is also advisable not to inhale the ink 
vapors. The ink must also be stored away from 
any flame or spark, and one should not smoke 
during manipulation, and should take mea-
sures to avoid the accumulation of electrosta-
tic charges near the ink.
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on particles

Figure 5 : Carbone nanotubes



An RFID tag is a small cell that can be inte-
grated into a finished product and that can 
retain information.
RFID systems have 4 parts : a chip, an anten-
na, a reader (interrogator) and a computer.
The reader will send a message to the label at a 
set frequency (radio signal). The tag (electro-
nic chip and antenna) is located in the reading 
field and will be activated and will send a 
feedback signal. This way, a communication is 
created, and the data is sent to a computer.

Different RFID tags exist, with different elec-
trical alimentation and frequency.
4 electrical alimentations exist:
- Passive tags: without an internal battery, 
the energy required to return the signal is 
provided by the electromagnetic field created 
by the reader.
- Active tags: with an internal battery so they 
use their own energy.
- Semi-passive tags: intermediate tags, with a 
battery but could collect reader’s energy.

4 types of frequency used:
- low frequencies (<135kHz)
- high frequencies (1à to 15 MHz)
- ultra high frequencies (850 to 950 MHz)
- super high frequencies (2,45 GHz)
So, there are many RFID technologies for 
many uses.

IV. An application :
RFID
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 During a project conducted at Pagora, 
we printed RFID antennas with two printing 
processes; inkjet and screen printing. The goal 
was to determine which process is the most 
suitable for the printing of RFID tags with 
inks based on silver nanoparticles.

A) Materials and methods

 We printed  an antenna  on two diffe-
rent materials :
- A POWERCOAT paper by Arjowig-
gins, grammage 215g/m², thickness 220 µm 
and surface energy 40.0 mJ/m²
- A PEN film (polyethylene naphtha-
late) by Dupont Tejin Film, grammage 173g/
m², thickness 125µm and surface energy 34.3 
mJ/m²

In order to measure the electrical resistance 
of the printing antennas, we used different 
measuring instruments:
- A 2-point probes which measures the resis-
tance in Ω 
- A 4-point probes which measures sheet 
resistance in Ω/sq
- A RFID reader which measures the efficiency 
of the antenna

B) Inkjet printing

 Test forms were printed with a Dimatix 
DMP2800 laboratory inkjet printer. It uses 
disposable ink cartridges with a volume of 
1.5 mL and has 16 nozzles (each nozzle has a 
diameter of 21.5 um) aligned every 254 um.

Ink used is based on SUNCHEMICAL silver 
nanoparticles of 20 nm in diameter and re-
presenting 20% of total ink mass. The solvent 
is ethanol based, ethanediol and glycerine. 
This ink has a viscosity of 12 mPa.s, a surface 
tension of 30 mN / m and a density of 1.22 g 
/ mL.

C) Screen printing

 Test forms were printed on a DEK 
Horizon 03i screen printing press. The screen 
used is a DEK Polyester screen with a mesh 
angle of 45 ° and 195 threads / cm.
An aqueous ink based on NOVACENTRIX 
Metalon HPS-021LV silver particles was used. 
It contains 75% silver. Its viscosity is around 1 
Pa.s during the silk screen process; sufficiently 
large to prevent the ink from flowing through 
the mesh of the screen.
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D) Comparison between the two 
technologies

Ability to reproduce fine elements

 With inkjet, when printing an an-
tenna on the powercoat with different gaps 
(spaces between the conductive lines), there 
are defaults: 
There are numerous satellite drops between 
the conductive lines.
There is a lack of ink in some places: the line 
is not homogeneous. This is because some 
nozzles become clogged during printing.

In screen printing, we observe a spreading 
of the ink on the material in the direction of 
the movement of the doctor blade and the 
perpendicular direction.
Visually, we can see slightly larger ripples in 
the direction of the doctor blade motion than 
in the perpendicular direction.
Moreover, when printing on PEN, we ob-
served that as the speed of the doctor blade 
increased, the conductivity decreased. On 
coated paper, we did not see any influence on 
the speed of the doctor blade (speed at 50mm 
/ s and at 100mm / s).
In addition, an increase in the doctor blade’s 
pressure increases the conductivity (tests were 
carried out at a pressure of 5 to 10 kg).

Effect of annealing time on the conductivity 
of the lines

 The annealing time varied from 30 to 
60 minutes. It is observed that the resistance 
values decrease with the annealing time and 
this can be explained by the fact that the 
conductive ink has more time to melt and to 
form a continuous film before resolidification. 
Whatever the process.

Evaluation of the influence of the number of 
layer on conductivity

 We have measured the surface resis-
tance for one to 3 layers. The experiments 
show that the higher the number of layers, the 
higher the conductivity.
 

Comparison of the two printing substrates
 

 Conductivity is lower on paper than 
on PEN. Indeed, paper is more porous than 
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Figure 6 : Picture taken with microscope of 
lines printed in inkjet on power coat



PEN, and is more likely to absorb conducting 
ink particles. PEN is a film, it is therefore a 
closed substrate. 
For example, for a screen print on PEN, the 
surface resistance of the printing is 2.5 Ohms/
mm² for 30 minutes of annealing. On Power-
coat with the same printing parameters, the 
surface resistance reaches 38 Ohms/mm². 
Conclusion on the experiments 
To conclude, screen printing allows to print 
conductive lines more performant than 
inkjet printing and to drop more ink, which 
guarantees some reliability in terms of electric 
conductivity. However, the printing pa-
rameters and annealing time must be chosen 
conscientiously to obtain optimal results. 
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Figure 7 : Picture taken with microscope of 
lines printed in screen printing  on PEN



28





Bernard Gabriel
Besiers Faustin
Dehut Julien

Lassus Arthur
Resclause Noémie

Roche Daniela

Visual Encryption by 
steganography



31

During their first year at school, Pagora students have 
to lead a scientific project on severals weeks, on 
topics that are proposed by industrials or researchers. 
The following subject was proposed by a 
researcher in a context of fighting counterfeiting (for 
example on food, drugs, and luxury packaging).



 Nowadays, counterfeiting takes up a 
significant market share, almost 10% of the 
global market « that is to say an annual cost 
of 200 to 300 billions of euros for the global 
economy, including 6 billions for the French 
economy » [1]. That is why it is necessary to 
fight against counterfeiters, in order to not put 
our lives at stake by consuming counterfeit 
products, or to not jeopardize our industry 
and contribute to the development of suspi-
cious networks.

Several ways already exist to identify and 
authentify printed products. J. Chambers 
made a complete state of play in his article « 
Currency security and forensics : a survey » 
[2]. The main methods are: RFID labels, 1D 
or 2D barcodes, special inks, hologram use, 
marked papers…

Visual cryptography is one way used to fight 
counterfeiting. Marking, registration, tracea-
bility and identification means are the key in 
the counterfeiting fight at the production line 
and the distribution channel. In this project, 
the way of checking the conformity of the 
products in the distribution channel is studied 
with steganography methods. Steganography 
is the art of concealment: the idea is to hide a 
message behind another [3]. In order to solve 
this problem, many steganography encryption 

methods already exist, using algorithms or 
Lagrange interpolative polynomials [5].
In this project, a visual encryption method 
is developed, using algorithms to randomly 
encrypt a picture. It consists in the super-
position of several pictures, with a random 
aspect, in order to be able to see the encrypted 
picture. The encryption of a simple picture is 
done, such as a shape or picture that a milk 
producer could choose to protect his products. 
Firstly, it will be necessary to create the algo-
rithms needed to encrypt the pictures, then, 
these pictures will be printed, then tested at 
various resolutions, in order to find the best 
printing parameters to make counterfeiting 
nearly impossible.

Introduction
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1. Materials

 During this project, two digital prin-
ters, the electrophotographic printer RICOH 
Aficio MP C2800 (600 dpi) and the inkjet 
printer Epson Stylus Pro 4900 (720 dpi), a 
scanner, EPSON Perfection V700 PHOTO, 
and the softwares Fidji and Adobe Photoshop 
were used. The pictures were generated in 
8-bit black and white then printed in Bitmap 
(1 bit). These conversions and sizing were 
done with Adobe Photoshop software). Fur-
thermore, the pictures were tested at 50, 75, 
100, 300, 600 dpi for electrophotography, and 
also 720 dpi for inkjet.
The fidelity rate (measured with a threshold 
technique on the Fidji software) allows us to 
compare the different encryption methods.
A Youtube logo will be used, for its simplicity 
and details. [8]

2. Encryption, printing/scanning 
methods, and verification of the 

produced picture

- Encryption

 The goal of this step is to create, from 
a 1 bit black and white picture, an encrypted 
one and masks eto be superposed in order to 
reveal the encrypted picture.

a) Simple encryption

 The first algorithm worked using one 
encrypted picture and one mask. The principle 
is to create an encrypted picture with pixels 
randomly chosen (black or white).
Then the mask, that will be superposed on 
the encrypted picture, is created. In order to 
do that, the encrypted picture is compared to 
the original picture (the Youtube logo). If, on 
the final picture, there should be a black pixel, 
that does not exist on the encrypted picture, 
then there will be a black pixel on the mask. 
The rest of the mask is filled randomly with 
black and white pixels.

b) One mask subpixellisation encryption

 After the use of the simple encryption 
algorithm, black and white pictures can be 
encrypted with a « subpixelliation » method. 
The principle consist of dividing each pixel in 
four, two in the height and two in the width. 
The encrypted picture and masks will be twice 
as big as the original picture, but now, instead 
of coloring only one pixel, we can color one, 
two three or four pixels.
To achieve that, we have to create a new 
picture twice as high and twice as wide as the 
original picture. Then, for each black pixel on 
the original picture, there will be four black 
pixels on the new one, and same goes for the 
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white pixels.
Then two masks are created, named Mask A 
(ImMA) and Mask B (ImMB). Mask MA is 
created with a 50% cover rate and a vertical 
coloration of the subpixels, as shown in the 
figure 1. The mask MB is also created with a 
50% cover rate but its subpixels are colored 
horizontally. Thus, the superposition of the 
two masks would give a picture with a 75% 
cover rate but which would not reveal the 
encrypted picture built later.
The encrypted picture is created from the ori-
ginal picture and the superposition of the two 
masks. But this superposition is not a simple 
addition method, but it is a XOR method 
between the two pictures. The encrypted pic-
ture is the result of the XOR method between 
the original picture and the two masks.

c) Two mask subpixellisation encryption

 The goal is to try to have a 50% 
recovery rate for whites area. The principle is 
nearly the same as before. After the subpixel-
lisation of the original picture, the encrypted 
picture is created, but instead of coloring 
two subpixels for one pixel on the encrypted 
picture, only one is colored and randomly put 
on one of the four positions available.
For the first mask, only one subpixel is colored 
by pixel, on the same line as the subpixel of 

the encrypted picture.
For the second mask, two subpixels are put 
on the same line, either on the same position 
as the two colored pixels of the two previous 
pictures, or where there are two white pixels 
instead. Illustrated on figure 2.

- Printing

 Firstly, it is necessary to produce a 
first printed picture. This picture will be the 
encrypted one, supposed to be printed on a 
product, in order to fight counterfeiting. It 
is above this picture that the masks will be 
superposed to reveal the original picture, if 
the product is not a counterfeited one. With 
this aim in mind, two printers will be used, 

34

Figure 1 : Subpixellisation example

Figure 2 : Pixel recomposition in subpixel-
lisation process



an electrophotographic one and an inkjet one, 
with printing resolutions of 600 and 720 dpi 
respectively (dpi : dot per inch, 1 dpi = 1 dot 
for 2,54 cm. 600 dpi means 1 dot will have 
a diameter of 42 micrometer and 700 dpi, 1 
dot will have a diameter of 36 micrometer). 
Furthermore, in order to reach the limit of the 
printers, the pictures will be sized on Adobe 
Photoshop, with resolutions of 50, 75, 100, 
300, 600 dpi for electrophotography, and also 
720 dpi for inkjet. We will try to find the best 
parameters possible to allow a good recogni-
tion of the original picture from a counter-
feited one.
In the case of visual recognition, the masks 
will be printed on transparencies, following 
the same operational mode than the encryp-
ted pictures printed on paper (same size and 
resolution).

- Scanning

 To control the quality and fidelity of 
the printed documents, or to create counter-
feits of the original picture, we have to scan 
a picture (the original one or the couterfeit 
one). In order to have the best results, either 
in the fidelity check or in the production of 
the counterfeiting, it is a necessary to have 
good quality scans. However, the scanner can-
not scan large pictures (such as pictures with 
low definition, 50 or 75 dpi pictures most of 

the time) with high resolution. This is why the 
scanning will always be at the highest resolu-
tion possible (the highest is 12800 dpi).

- Comparison method

a) Visual method

 Firstly, the easiest way to check the 
authenticity of a printed picture is to look at 
it with our own eyes, after having one or two 
masks superposed above the printed encrypted 
picture. If the original picture can be seen, the 
it is highly possible that this one can be an 
original one and not a counterfeit. However 
the quality of the perception of the picture is 
highly subjective.

b) Digital method

 1) Scan adapted to the mask

 This digital method is the most 
natural one, because it follows a logic of scan 
(what we just obtained) adaptation to the 
mask (what we obtained at the end of the 
algorithm).
The counterfeit picture has been printed on 
a product. The scan of this picture has been 
made with the highest resolution possible, 
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mostly 12800 dpi. This scan then will be 
resized to the size of the digital mask we have 
from the beginning, in order to apply a XOR 
method between those two digital pictures. 
We can have two kinds of results:
- If the original picture appears, that means 
that the counterfeiter succeeded because he 
was able to reproduce the encrypted picture 
with enough detail and resolution to make us 
think it is the original. So the encrypted reso-
lution is not high enough to avoid faking.
- However, if the original picture does not 
appear after the XOR method, then it means 
that the safety brought by the cryptography 
worked. Indeed, the client is able to check the 
authenticity of his products and the counter-
feiter is unable to copy the original encrypted 
picture.

 2) Mask adapted to the scan

 This second method is more conve-
nient because it reduces the loss of graphic 
information on the scans. Indeed, instead of 
reducing the size of the scanned picture to 
adapt it to the size of the mask (the scanned 
picture has a larger size because of the resolu-
tion of the scanner), which induces a loss of 
resolution, the artificial augmentation of the 
mask size to adapt it to the scan allows us to 

keep all the graphic information of the scan. 
This advantage gives the client the advantage 
to keep more information than the previous 
method, and to use better resolution for prin-
ting, which significantly reduces the capacity 
of the counterfeiter to copy the encrypted pic-
ture. This method is more appropriate for the 
client because it allows him to check encryp-
ted information using higher resolutions to 
avoid counterfeiting. This method is the one 
used in this project.
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II. Results

- Results for simple encryption

 Figure 3 illustrates the numerically 
obtained images for the simple encryption 
algorithm. The marking lines, visible here, will 
no longer be represented due to simplification 
concerns.
 These two images were printed with 
inkjet and laser, with different definitions of 
images (50, 75, 100, 300, 600 and also 720 
dpi for the inkjet). It is observed, first of all, 
that the lower the resolution of the image is, 
the more easily the logo is discernible, and the 
coverage rate is then 75% or more. However, 
for laser and inkjet, the logo is still readily 
visible at the highest definitions, although the 
image is reduced to dimensions less than one 
cm. The logo is discernible but the writing is 
illegible.

- Results for subpixellisation 
encryption

 Here are shown the images resulting of 
the second example of stenography: subpixel-
lisation encryption with two masks. Since 
there are 3 encrypted images, the security is 
strengthened. On the figure 4, it is clear that 
the logo is not visible in any of the images, 
or when two of them are superposed for that 
matter. However, the sharpness of the logo 
varies depending of the printing resolution. 
The higher the definition is (600 to 720 dpi), 
the smaller the resulting image is (since the 
number of pixel is constant, but its size de-
crease) and the harder it is to see the logo with 
the naked eye. The covered area ration being 
at 50%, for an image of less than 1cm wide, 
the white areas are perceived grey, resulting in 
the decrease of the logo’s sharpness. 
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Figure 3 : Simple encryption results

Figure 5 : 
Quality difference 
between inkjet and 
electrophotography



Figure 5 shows the differences of quality 
between the inkjet image and the laser one 
for the same image and the same printing 
definition (600dpi). The inkjet process allows 
the printing of a sharper encrypted image at 
a higher resolution. The digital image of the 
pattern is represented in figure 7. The compa-
rison between the laser printed image and the 
digital image, and the inkjet printed image 
and the digital image shows that the quality of 
reproduction is better with the inkjet process.

- Results for counterfeiting

 In a second step, after the production 
of the printed images, follows a digitizing and 
reprinting step in order to simulate counter-
feits and to test the reliability of the encryp-
tion process. It is observed that at low resolu-
tions, and for both types of printing and the 
two encryption methods, the 
fidelity rate of counterfeiting 
is still high, which makes 
it easy to discern the logo. 
Moreover, the simple cryp-
tography method allows the 
logo to be discernable more 
clearly than the two-mask 
subpixelization method, and 

this for all the different image definitions.
However, when resolutions of 300 dpi are 
reached, differences are noticeable. Initially, 
the logo is less discernable, for both types 
of printing, without being totally invisible. 
The higher the resolution of the first printed 
image, the lower the quality of the counter-
feit printed image (see Figure 6). «Fuzzy» 
areas appear, resulting from an increase in the 
number of gray pixels, and appearing during 
the scanning and second reprint. The recovery 
rate then decreases, implying a decrease in the 
sharpness of the logo.
Moreover, in order to be able to correlate 
masks and encrypted images, an adaptation 
of the scanned image to the mask is necessary. 
However, Figure 6 shows a negative aspect of 
this method: a considerable loss of graphic 
information. The pixels then group together 
forming very black areas, which are larger 
than the black areas of the digital image. 
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Figure 4 : Two Masks subpixellisation encryption results

Figure 7 : Example of printing differences between resolutions 
600 dpi and 720 dpi



For this reason, the adaptation of the images 
will be done on the digital mask and not on 
the scanned image, in order to preserve the 
graphic information obtained during the 
high-resolution scanner as much as possible.

- Results of digital picture 
comparison

 In order to quantify previous observa-
tions,  a fidelity rate has been calculated, with 
the threshold method on the Fiji software. The 
results are synthetized in the next board. The 
method is simple: two pictures are compared 
with the exclusive OR method (or XOR). If 
two pixels have the same color, it gives a white 
pixel. Otherwise, it gives a black one. Then 

the area occupied by black pixel is calculated 
with the software and the ratio with the total 
area is made. So we can deduce a fidelity rate, 
based on the proportion of black pixel appea-
ring on the comparison picture.

Several fidelity rates have been made:
- Electrophotography print with simple 
encryption
- Electrophotography print with 
subpixellisation encryption
- Inkjet print with simple encryption

For electrophotography printing with simple 
encryption, the fidelity rate is high (above 
80%) for resolutions inferior to 300 dpi. 

Furthermore, with 
these resolutions, 
the original picture 
stays clear after 
printing and scan-
ning but for a 600 
dpi resolution, the 
fidelity rate is too 
low to be accep-
table.
For inkjet printing 
with simple encryp-
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Figure 6 : Difference between sizing methods

Table 1 : Fidelity rate electrophotography simple encryption



tion, it appears that the pictures are clear up 
to 300 dpi but above it, the original picture 
cannot be seen clearly, and the fidelity rate 
does not allow recognition the original print. 
Nonetheless, the fidelity rate stays higher for 
inkjet printing than for electrophotography 
printing, which confirms the previous obser-
vations in terms of quality.
So, it seems that for the simple encryption 
there is a limit of acceptance, counterfeiting 
taken in account, around 300 dpi resolutions, 
and fidelity rates would not be acceptable 
below 83%.

For electrophotography printing with 
subpixellisation encryption with two masks, it 
is necessary to remind us that the fidelity rate 
is made between the encrypted picture and 
the sum of the two masks, A and B. It appears 
clearly that only the 75 dpi resolution gives an 
acceptable fidelity rate, with a clear original 
picture. For higher resolutions, the original 
picture does not appear and the fidelity rate is 
about 50%.

For subpixellisation encryption with two 
masks, the acceptance limit would be around 
100 dpi, with fidelity rates acceptable only 
above 80%, or a bit less.
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III. Results analysis

- Printing quality comparison 
between electrophotography and 
inkjet

 When printing the images, a diffe-
rence between the one printed with inkjet and 
the one printed with electrophotography has 
been noticed. Firstly, it is worth mentioning 
that the inkjet printer has a higher resolution 
(720dpi) than the laser one (600dpi). Howe-
ver, it is strange to observe such a difference 
of quality in an image printed at the same 
resolution by both printers (figure 5). We 
can clearly see a thickening of the pixels with 
the laser printer. This may be the result of 
multiple factors. Number one being the size 
of the printing heads of the inkjet printers 
compared to the size of a particle of toner and 
the precision of the etching of the printing roll 
(?) for the laser printer. Since the inkjet printer 
has a higher printing resolution, it is capable 
of producing droplets smaller than the particle 
of toner leading to more precision at the same 
resolution. 
The second factor would be the dot gain. 
However, it would be more reasonable to 
assume that ink has a higher dot gain than 
toner. Nevertheless, when going through the 
oven, the toner sticks to the paper by “mel-
ting” and since the diameter of the toner 
particle is higher than an inkjet droplet, in the 

end, the “absolute” dot gain is more important 
with the former. 
At 720 dpi, a pixel is 35µm thick. But when 
the droplet settles on the paper to color the 
pixel, the droplet will spread and will make 
the pixel thicker. That is why from 300 to 600 
dpi, we are able to observe some kind of blur: 
some areas don’t appear white but greyed out. 
The droplets are spreading on areas that we-
ren’t supposed to be printed. However, since 
the precision of the tools used is high enough, 
this phenomenon interferes only when at high 
dpi (600 to 720).

- Quality of the encryption: simple 
encryption and two masks 
subpixellisation encryption

 The analysis of the fidelity level allows 
us to distinguish the simple encryption and 
the two mask subpixellisation encryption. 
The simple encryption is unreliable due to 
its ease to be forged. Fidelity levels are high 
when using resolutions above 300 dpi, this 
method is efficient only when using images 
at 600 or 720 dpi (which implies using the 
inkjet printer) thus producing images that are 
small enough to not be easily digitized with a 
scanner.
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The two mask subpixellisation encryption me-
thod allows more options. Indeed, the fidelity 
levels are acceptable at only 100 dpi. With 
higher resolution, the counterfeit copy is easily 
identifiable by visual or numeric processes.
However, the reached fidelity levels are to be 
used with precaution because at the exception 
of the simple encryption where the experi-
ment was done 3 times, the experiments with 
subpixellisation was made only once. The file 
size being huge, the time required to print and 
to scan has limited the amount of data collec-
ting. Moreover, difficulties where encountered 
when resizing the digitalized images. That 
was due to the crinkling of the paper when 
scanning and its slight rotation when closing 
the scanner which made it impossible to resize 
perfectly the images. That induced errors 
when calculating the XOR, because the pixels 
of the printed sheet and the one from the 
image file where not a perfect match anymore. 
When scanning, converting the images in 
1-bit would sometimes create some defects 
where some pixels where over-stepping or 
missing. This kind of error should be avoided 
with filters or with some erode/dilate func-
tions.
 That is why with the elaboration of 
macros that would automate thoroughly the 
resizing process and the post-treatment which 
would correct the defects induced by the 

conversion would help to improve the preci-
sion of the fidelity levels of both encryption 
methods thus reducing greatly the measure-
ment uncertainty.
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 Encryption is a key tool against 
counterfeiting. Steganography is an appro-
priate method and is already used to this 
end. However, in the industry, it would be 
preferable to use two mask subpixellisation 
encryption rather than simple encryption. 
Indeed, in order to improve the security of an 
encryption, the subpixellisation process which 
will subdivide each pixel allows more possi-
bility of encryption. However, the higher the 
subpixellisation, the easier it is to counterfeit. 
That is why it is important to characterize in 
a proper manner the definition of the crypted 
image we want to print. A higher resolution 
allows printing a smaller image size and also 
reducing the ease to digitize it in order to 
counterfeit it. An inkjet printer with a high 
resolution is preferred to a laser printer which 
doesn’t allow printing images at a very high re-
solution. Although, the higher the resolution, 
the higher the risk of not being able to see the 
encrypted image because of its size reduction 
increase. It suffices then to scan the image and 
compare it to the numeric encrypted one and 
if the fidelity level between the two is above 
80-85%, we can be sure of the authenticity of 
the scanned image thus assuring the manufac-
turer the safety of its products.

In order to improve the security of the 
encryption, more options could be considered: 
increasing the number of subdivision of the 

pixel so more masks are needed to reveal the 
image, or use other methods of steganography 
such as the encryption of the half-tone or the 
colors.

It is however impossible to be one-hundred 
percent sure of the product because the 
counterfeiters are well-resourced in the art 
of duping. That is why, it is required to stay 
cautious despite the existing technologies and 
to constantly develop new ones in order to 
always be few steps ahead of the counterfei-
ters.
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New technologies are improving, and smart-
phone applications using several barcode 
in two dimensions are now quite common. 
These applications have many advantages but 
also have some disadvantages: if someone 
tries to take a picture of a 2D barcode with a 
smartphone, the camera also takes a picture 
of the background. Furthermore, the quality 
of the picture isn’t good because the came-
ra or the user is moving when the image is 
captured. Algorithms have been created to 
improve the quality and only take a picture of 
the 2D barcode.
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 Nowadays, counterfeiting is an every-
day problem which concerns brand products, 
money and also drugs [1]. To combat this 
phenomenon, it has become necessary to find 
an effective means to know the origins of the 
products. As is shown in the chart below, the 
number of counterfeit goods is rising steadily 
in the world.

In 2015, the amount of counterfeit trades is 
equivalent to 1.77 billions of billions dol-
lars.  [3] In France, the sectors which are 
most affected by counterfeiting are drugs and 
clothes which represent 54% of counterfeits 
product in 2013 [4] (see annex 2). Counter-
feiting is ever more present partly because of 
the explosion of internet usage. Indeed, it is 
possible today to buy every type of product 
on the internet, including drugs even without 
a prescription. This favours the development 
of counterfeit products (especially drugs). In 
2014, 36 million Americans have consumed 
counterfeit drugs bought on the internet [5].

Counterfeiting is a real problem for the 
consumer, the brand or the company. First of 
all, a user who isn’t notified that he’s buying a 
counterfeit product has an expectation for his 
product and it causes prejudice for the brand.
Thus, companies are suffering from counter-
feiting too which leads to a decrease of their 
sales revenue estimated at 6 billion euros per 

year for French companies [6]. Regarding the 
society, counterfeiting has a bad influence on 
the economic growth, the job market and the 
foreign direct investment rate.
To deal with the damage caused by counterfei-
ting and to react to its exponential growth, it 
would be ideal to find a quick and safe way to 
check the authenticity of a product, that each 
of us could implement and use every day.  

 In order to identify a counterfeit pro-
duct, there are three parameters to take into 
account. First, identification makes it possible 
to recognize one product among others but is 
easily copyable, barcodes for example. Then, 
authentication is unique and specific for each 
product. It is assumed to be non-reproducible. 
Finally, traceability represents the journey 
of  a product between its production and its 
marketing. The study that will be carried out 
will not take into account the identification of 
a product, knowing that it is easily copyable 
[7].

There are several ways to secure a product:
- Barcodes: they allow only the identification 
of a product; they will not be the object of this 
study.
- 2D codes: they provide elements concer-
ning the identification and traceability of a 
product. Nowadays this is one of the most 
used codes.

I. Introduction
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- Microtaggants: these are particles added to 
the paper during the manufacturing process 
that are only visible under UV light. They 
make it possible to identify a product with 
high reliability as they are difficult to repro-
duce, unlike barcodes. They do not allow to 
authenticate a product or to trace a product, 
they will not be the subject of this study 
either.

Regarding the 2D codes, they have been in 
use for twenty years. [8] 
This tool allows to check in real time the tra-
ceability of the product. They can be used to 
code 8 bits of data. [9] However, the 2D codes 
do not allow to authenticate a product.

In order to provide the consumer with 
elements of traceability of a given product 
they wish to purchase along with the certifi-
cation that it is authentic, a new generation 
of revolutionary 2D codes has been deve-
loped. These codes, in addition to having the 
properties of 2D codes regarding the verifi-
cation of product’s traceability, allow to have 
product authentication. They therefore allow 
companies to know in real time where their 
products are located and if the products sold 
under the brand name are false. [10] They also 
have many other applications such as online 
payment [11] [12].

These codes are much smaller size than the 2D 
codes - approximately 1cm² for micro 2D co-
des against around 5cm² for a 2D code - but 
still have a very important resolution (2400 
dpi). They may contain a greater amount 
of information and are resistant to physical 
damage that may occur during the transport 
of the products.

During printing, regardless of their price and 
brand, printers generate printing defects, for 
example due to the spreading of the ink on 
the paper. During the analysis of the next-ge-
neration 2D codes, the defects which appeared 
during the printing process are taken into 
account, and the image taken by the consu-
mer is compared not to a printed image that 
is more faithful to the reality, as opposed to a 
digital image. These same defects make each 
code unique and non-reproducible.

However, when the user wants to capture a 
small 2D code, the smartphone takes a rather 
blurry picture, and with a complex back-
ground that must be removed later. The pro-
cessing of images taken by smartphones will 
be able to improve the quality of the image 
by extracting it from its background, and then 
work on the restoration of the pixels. This 
revolutionary method is much more powerful 
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and precise.

 This project will be based on the ana-
lysis of images that can be taken by a user.
The analysis will start with the acquisition of 
images using different instruments – smart-
phones with or without a thread count, a USB 
microscope, an optical microscope, and a 
scanner - knowing that some of these instru-
ments are not applicable to a portable and/ or 
daily use. In this project, images taken with 
a mobile phone will be studied more speci-
fically, since this mode of capture is the one 
that is most often - not to say only - used by 
consumers.
Then, the image processing (resizing, binarisa-
tion,…)[13] will make it possible to get rid of 
the blurry effect and the angle with which the 
picture was taken by the user. Then, when the 
original picture and the picture taken by the 
user will be trimmed and superimposed, the 
comparison of the two images will determine 
the percentage corresponding to the fidelity of 
the image captured compared to the original 
picture.
In order to compare micro 2D code images to 
reference pictures, this study will follow the 
suggested procedure cited in figure 2.

 The main aim is to compare results 
after micro 2D code scanning with different 
resolutions (1200 to 2400 dpi) with different 
methods which will be explained later (blur, 
binarization, standard, average, Gaussian and 
smoothing). Smartphones, with or without 
a foldable magnifier, are a first way of captu-
ring images. Pictures were taken by different 
smartphones: an iPhone 5S (8 megapixels), 
an iPhone 6 (8 megapixels), an iPhone 6S (12 
megapixels) and a Galaxy S4 (13 megapixels) 
on printing/writing paper. Samples were 
scanned by an optical ZEISS microscope (see 
annex 1). The image capturing was done by 
an  AxioCam MRcS (60N-C 2/3‘’ 0,63 X) 
camera. Lastly, an EPSON Perfection V700 
PHOTO scanner and a portable USB DNT 
microscope, dgi micro 2.0 Scale, with a 5 
megapixel resolution and magnification up to 
200 was used.

In order to process images, PhotoFiltre allows 
us to have a first approach of image processing 
and the use of internet images, and Spyder 
with PenCV 3.0 was used to processed them. 
These tools will be used later to process images 
(binarization, comparison, positioning, …).
In order to be consistent with image analysis, 
we need to determine the resolution of the 
images taken.

II. Materials and 
experimental 
tehcniques
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 To determine the thread count reso-
lution and its magnification, we must take a 
picture whose size is known, with and without 
a thread count. Then, with PhotoFiltre, it 
is possible to know precisely the number of 
pixels for each picture. The resolution is equal 
to the size divided by the number of pixels. 
The resolutions are the following: 
  18µm/pixel for a picture 
taken with an iPhone 6 and a thread count.
  42µm/pixel for a picture 
taken with an iPhone 6 without a thread 
count. 

The ratio of this two values gives a 2.9 magni-
fication. (see annex 3)

We must process differently to determine the 
microscope resolution. We know that the lens 
located in front of the camera leads to a dimi-
nution of the magnification (x0.63). Then, the 
microscope documentation shows that the real 
pixel size (without magnification) is 
3,4 x3.4µm². To obtain the microscope 
resolution with a given magnification, we used 
the following formula : resolution=( Pixel side 
in actual size)/(Lens magnification*Factor 
induced by the lens)

 Regarding image processing, Photo-
Filtre can give a first approach of the process 
and the possible adjustments which can be 

made to photos. Spyder with OpenCV 3.0 
is used to process images too. This tool will 
be used to make adjustments such as bina-
rization. This adjustment consists of repla-
cing pixels of an image one by one with the 
threshold value specified by the user which 
goes from 0 (black) to 255(white): values 
below the threshold value are black (0) and 
those above are white (255). The compu-
ter code used is: (f, new_imag_binar = cv2.
threshold(b,127,255,cv2.THRESH_BINA-
RY)), 127 is the threshold value and new_
imag_binar is  the name of the image.

 There are other binarization methods 
like Threshold Mean which defines the nature 
of a pixel (0 or 255) according to the average 
pixels around the “kernel” (a group of pixels 
located around the pixel which we are looking 
for the nature). The Threshold Gaussian will 
highlight pixels next to the kernel with a 
coefficient entered by the user. All pixels of the 
kernel change colour, knowing that coeffi-
cients decrease with the distance between the 
kernel and pixels around. We can see this on 
the Figure 3.

The blur to blur function is used before the 
binarization step to treat images: (cv2.blur 
(new_image, (1,1)). It consists of choosing 
a square of chosen dimensions to remove 
imperfections, for example a black pixel sur-
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coefficient function of 

the distance of the pixel 
to the kernel



rounding white pixels will be transformed into 
white pixel (255). There will be a better result 
after binarization.
Another method used by the programming 
software Python with Open CV 3.0 is smoo-
thing which consists of reducing the image 
noise to produce a less pixellised image.

 Before smoothing, sharp peaks repre-
sent image noise in the form of discontinuity 
between different values. The smoothing 
process reduces the size of sharp peaks to get a 
smoother image. It is the act of putting a grey 
pixel between black and white discontinuous 
pixels.
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Figure 4 : Image noise before smoothing

Figure 5 : Image noise after smoothing



Analyse visuelle Visual Analysis

 The issue is to find the 
best parameters (blur and bina-
rization) to compare the origi-
nal picture (non printed) with 
the printed picture taken by a 
smartphone. To do this, we had 
to build a computer program 
called “comparaison” which, by 
superimposing the two same size 
images (manual standardization 
work), checks if a pixel of the first 
image with cartesian coordinates 
(x,y) has the same colour (black 
or white)  as a pixel which has 
the same coordinates(x,y) of the 
second image.
 Thus, there is an image 
standardization work to compare 
this two images. First the two QR 
codes, the original image and the 
obtained one, must have the same 
size to compare pixels. Therefore, 
any outside environment to the 
QR code have to be trimmed.
 To do this, we used Pho-
tofiltre : this software indicates the 
coordinates in pixels of the corners 
of the QR code. For this step, the 
following program was used :
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 With these coordinates we created two 
lists to have the four coordinates of the corners 
of the QR code. The first list contains the 4 
coordinates of the taken image and the second 
one with chosen coordinates to obtain a flatte-
ned image with trimmed edges. The function 
«cv2. getPerspectiveTransform(liste1, liste2_
original) » allows to go from the coordinates 
of the list 1 to those of the list 2 and then we 
can cancel the errors of perpective. Then the 
function « cv2.warpPerspective(imgATraiter, 
M, (X_tailleDeLimage,Y_tailleDeLimage)) »  
(or M = cv2. getPerspectiveTransform (liste1, 
liste2_original)) gives a new size to the image, 
corresponding to the non printed image. Fur-
thermore, the program adjusts the coordinates 
so this transformation can realign the image 
by rotation.

 However the program is not per-
fect because it doesn’t take into account the 
deformation of the imaging equipments such 
as a “compte fil”, the camera of a smartphone 
or even the USB microscope. This can distort 
the comparison between two images. This 
frequent problem found in everyday life tools 
will also be studied in the “automatic detec-
tion and evaluation” part.

Manual image processing 

 Image processing comes after the nor-
malisation process. In this part it is necessary 
to manually crop the images via PhotoFiltre 
even if their sizes are variable. But it remains 
unreliable because the cutting and cropping 
are not the same as the methods used with the 
original image. In order to process the image 
taken by an optical device, a new program can 
apply a “blur” and then a binarization. 
We have to manually determine the best pro-
cessed image. The processed program has two 
different parameters so it is necessary to create 
a program allowing to vary the Blur (from 1 
to 20) and the Thresholding (from 1 to 100) 
(with the THRESH_BINARY), to treat them 
via the Spyder software and to record the 
processed images to know the reductions of 
the most relevant range of variations for the 
image processing. A coarse visual inspection 
is carried out. For example for a Blur = 1 and 
a Thresholding = 2 the image is fully white 
because of the approximative processing. This 
step allowed us to have a range of [1,20] to 
[1,15] for the Blur and a range of [1,100] to 
[60,139] for the Thresholding. 
 However, the manual image pro-
cessing requires an automatic part as visual 
assessment may be wrong. It is very difficult 
to know exactly what it is the best processed 
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Figure 6 : Image seen from a magnifying 
glass Figure 7 : Resized image



image. So, we need to create a program to 
count the score and help the evaluation of the 
best image processing.
 In order to obtain the optimal pa-
rameters, it is necessary to create a 2D table 
making it possible to obtain the percentage 
of points placed incorrectly between the two 
images for all the values of blurring and bi-
narisation. For this, a Spyder program finally 
allowed us to set these values. It allowed us 
to display a table - blur on the y-axis and 
thresholding on the x-axis - giving a score 
that represented of the number of misplaced 
points. From this table it was possible to find 
the blur and thresholding values from the de-
tection of the minimum value of the table by 
coding new lines. It is possible to know which 
is the best processed image.

2nd evaluation :

 Image processing until today resulted 
in a black and white processed image (see 
image above). However, it is possible to gain 
precision on the image obtained and to have 
more details in common with the original, 
if the parameters change in the program of 
comparison of the scores. Thus, the program 
accepts to take into account pixels having 
nuances. Therefore, pixels that had been consi-
dered white may become gray and therefore 
the result is a more detailed image processed 

with a better fidelity score.

With more shades of gray :

Automatic detection and evaluation

 The aim of this part was to make the 
processes allowing to transform geometrically 
the already binarized image into an image 
ready to be compared with a reference perfect-
ly automatic.
The principle is to treat a small characteristic 
zone of the 2Dcode, and once the optimal 
treatment is found on this zone, it must be 
applied to the whole image. The creation of a 
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Figure 7 : Resized image Figure 8 : Non printed Image Figure 9 : Image with a high blur



program made it possible to calculate the nu-
mber of misplaced points and thus a percen-
tage error. For the comparison, we shouldn’t 
forget to convert these images to black and 
white because this program superimposes the 
original image and the one which it pixel-
lises along two axes. As soon as two pixels of 
different colors are superimposed, a loop in 
the program makes it possible to increment 
the number of incorrectly placed points by 1 
and vice versa for the number of points well 
placed. However, it seemed important to work 
on the reframing of the image, because the 
score could decrease very significantly if the 
two images were perfectly superimposed. This 
will be developed later on.
The first approach was to apply different trans-
formations - rotation / translation - and com-
pare them by using our comparison algorithm 
with a reference. The addition of a few code 
lines made it possible to perform an image 
rotation to be compared while comparing for 
each angle the minimum score (percentage 
of error) in order to then be able to crop the 
image and apply to it different processing 
functions. For the rotation, a problem occur-
red: some sides of the image were missing. 
Indeed, at the end of a rotation, it is necessary 
to resize the image: it is a truncation of the 
edges. Indeed, at the end of a rotation, it is 
necessary to resize the image: it is a truncation 
of the edges. In order to preserve the accuracy 

of the comparison, the comparison was made 
on a circle of the following radius:

This method was long, in particular with 
the first comparison algorithm which used a 
double loop. This program was executed in 
more than one hour with only the search for 
the angle on an image of 2300 x 1900. This 
is what justifies the use of the second compa-
rison algorithm which directly uses the array 
methods of the numpy library. Research with 
this method remains long despite a significant 
reduction of execution time.
The second method was a little more sophisti-
cated, it involved calculating the transforma-
tion parameters. To do this, it was necessary 
to discriminate and characterize the points at 
the center of the 2Dcode. This is one of the 
features of numpy, which is able to determine 
and separate surfaces. It thus returns their 
area, their center, and two ends of a rectangle 
framing this surface. It gives their area, their 
center, and both ends of a rectangle sur-
rounding the surface. With the surfaces, it is 
possible to eliminate areas that are too small 
or too large to be the points we want to work 
with. With the coordinates of the centers, it is 
possible, using the function of the math libra-
ry, to determine the distance between 2 points 
and the angle between 2 vectors. The only 
thing left is to calculate the angle of rotation 
and the length of translation.
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Another improvement of this idea allowed 
the elaboration of a third method, it is to use 
the discrimination of the preceding points, 
then to seek the precise position of 3 points. 
These positions are the parameters of an affine 
transformation which makes it possible to 
replace 3 points at 3 determined locations and 
to apply this transformation to all the pixels of 
the image. This causes a perfect cropping of an 
image on a reference.

To determine the position of a point accura-
tely the method is as follows:
- Take a point among those in the center, here 
the top left.
- Locate the 2 points closest to it.

 These 3 points form a Cartesian 
reference, it is enough to count the number of 
points on the left and below the origin (first 
point) according to the reference mark to 
know its position.
 By knowing the position of the two 
other points that were used, the landmark is 
also known.
 The task is therefore to count the 
points corresponding to an equation.

The discrimination of the points as well as 
filtering on the surface gives us a list of the 
centers of the points of the central square and 

it is easy to determine the angle that the new 
reference mark makes with the X and Y axes 
of the image and thus it is easy to characterize 
the new landmark. The problem is that the 
points are not perfectly aligned. It is therefore 
necessary to scan an angle range around the 
angle between the 2 markers wide enough to 
have all the points but sufficiently tight so as 
not to count others inadvertently. Finding 
this range proved to be more arduous than 
it seems because it would have required an 
asymmetric range relative to the angle between 
the landmarks.
To solve this problem, the reference angle 
used is not the angle between the marks but 
the average of the angles of the points aligned 
according to this reference. The value of the 
reference angle has been readjusted taking into 
account the angle of the point belonging to 
the fork.
A problem remains: it would be necessary 
to be able to limit the discrimination of the 
points to the central square, the only filtering 
on the area does not make it possible, because 
points of the same area can be in the rest of 
the 2Dcode.
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 The goal of this study was to analyze 
different pictures taken by cameras with diffe-
rent qualities and to compare it with refe-
rences, using an easy programming language: 
Python. 
 The main difficulties encountered 
were: it was necessary to flatten the taken 
picture, to trim it to free ourselves of the 
background, and to binarize the picture to 
compare it with the reference. 
 Once it was possible to establish pro-
grams to solve these problems, it was necessary 
to find the optimal values of each parameter 
during the comparison between the picture 
taken and the reference.
 Firstly, a visual analysis was done. 
The comparison between pictures taken with 
different positions and different parameters 
of binarization, and the reference picture has 
allowed us to determine optimal values of the 
parameters. However, the process was long 
and it could not be reliable because of the 
observer. 
 
 Then, an automatic analysis was 
developed. The percentage of different pixels 
between one picture and one other was given 
by the program of this new method. Opti-
mal values were determined by the program 
instead of comparing pictures one by one. 
 Nevertheless, the algorithm is based 
on the image comparison principle, so it 

means that the acquired picture must be 
compared with all the reference data base 
including all 2D micro codes. Consequently, 
if the comparisons are made successively, the 
calculation time increases significatively. 
On the other hand, the printing process or 
the substrate could help the step of banaliza-
tion. For example, adding optical brighteners 
or illuminating with a light containing more 
UV rays during the picture acquisition, could 
allow a better contrast.
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IV. Conclusions 
and perspectives
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Annexe 1 : Optical microscop, ZEISS
AxioCam MRcS (60N-C 2/3‘’ 0,63 X)

Annexe 2 : Figures of intercept counterfeitings by product in 2013

Annexe 3 : Pixel size, magnificience according to the microscop resolution
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